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Hibernation File Attack I The Training

29 June 2010

9:00¢ 14:00 Training: Hibernation Fil®age File

14:00¢ 15:00 Lunch

15:00¢ 18:00 Training: Attacking the Hibernation File
30June 2010

9:00¢ 14:00 TrainingBootkit

14:00¢ 15:00 Lunch

15:00¢ 18:00 Training: Redife attacks vidbootkit

Topics Hibernation File, PageFile, gatheringinformation from them and attacking
them,includingoootkit possibilities



Hibernation

ACPI global power states:

GO Working (SO0)

Gl Sleeping (S1..54)

G2 Software off (Sb)

G3 Mechanical off
S3 Standby (XP), Sleep  (Vista/7), (also known as suspend -to-ram)
S4 Hibernation (also known as suspend -to - disk)

S3 and S4 run under G1. S5 is used to differ from S4.

The S4 sleeping state is the lowest power, longest wake latency sleeping state supported by ACPI. In
order to reduce power to a minimum, it is assumed that the hardware platform has powered off all
devices . Platform context is maintained .

When hibernating, the system stores everything to the
hibernation file and enters S4.



Hibernation File

C:\hiberfil.sys (note the missing neo,

Stores entire physical RAM based in pages, is at least 50%
size of memory pre -allocated.

powercfg Th on|off to activate/deactivate
Shutdown /h  to hibernate (or Start -> Hibernate)

Important! Hibernation is an ACPI state! Thus our BIOS wants
to boot original OS and does not provide the BIOS setup or
menu .

Windows, however, checks only signature in hibernation file.
The contents is by default not cleared .



Booting from S4 (hibernation)




Booting from G2 (soft off) or G3 (mechanical off)



