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The Rise of MBR Rootkits

And Bootkits in the Wild
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Black Hat déjà vu - Stoned again
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Who the hack am I?

ÁIndependent Operating System Developer

ÁHometown Vienna (Austria)

Á{ǘŀǊǘǳǇ άLƴǎŜŎǳǊƛǘȅ {ȅǎǘŜƳǎέ όInSec)

3



About Bootkits

A Bootkit is a Rootkit in the Master Boot Record

Introduced by Vipin and Nitin Kumar

4

ά! bootkit is a rootkit that is able to load from a master boot record and persist in 
memory all the way through the transition to protected mode and the startup of 

the OS. It's a very interesting type of rootkitΦά

Robert Hensingabout bootkits

BIOS
Master Boot Record
(contains Bootkit )

Bootloader (OS)

Firmware Malware OperatingSystem



Timeline
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é 2006 2008 2010

Mebroot Vista Loader Stoned Bootkit

é BOOT KIT Tophet

TPMkit Kon -Boot

Stoned BootRoot Vbootkit Vbootkit 2.0

1987 2005 2007 2009

BootRoot Windows XP Black Hat USA 2005

Vbootkit Windows Vista Black Hat Europe 2007

Tophet XCon 2008

Vbootkit 2.0 Windows 7 (x64) Hack In The Box Dubai 2009

Stoned Bootkit All Windows Systems Black Hat USA 2009



Typical Usage
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Stoned Keeping the user happy with text and sound messages :)

Mebroot Stealing your banking data

Vista Loader Spoofing OEM BIOS for Windows Product Activation

Kon -Boot Bypassing Windows Logon

Stoned Bootkit For forensics and law enforcement agencies

Vbootkit 1+2 Proof of concept



Windows Product Activation
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Acer, ASUS, Dell, Fujitsu Siemens, Gateway, 

HP, Lenovo, Medion , NEC, Sony, Sotec , 

Toshiba, MSI, Intel, and others

OEM 
BIOS

OEM Key
No Internet 
Activation!

OEM 
Certificate

Microsoft has a secret arrangement with OEM hardware 
manufacturers to include a secret additional ACPI table to 

identify the system as OEM

For Windows Vista and 7



OEM BIOS ïSLIC Table
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These are some simple ACPI structures:

The BIOS (= firmware) sets up these tables. So your bootkit can too!

The SLIC (Software Licensing Internal Code) table identifies the system as OEM.

SLIC
Software Licensing Internal Code

374 bytes

RSDP Root System Description Pointer 40h:0Eh

XSDT Extended System Description Table RSDP + 24

SLIC Software LicensingInternal Code found J

RSDP XSDT

RSDT



SLIC Table
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00000000  53 4C 49 43 76 01 00 00 01 47 44 45 4C 4C 20 20 SLICv ....G DELL  

00000010  4D 30 37 20 20 20 20 00 12 0C D6 27 41 53 4C 20  M07    . ..Ö'ASL 

00000020  61 00 00 00 00 00 00 00 9C 00 00 00 06 02 00 00  a.......î.......

00000030  00 24 00 00 52 53 41 31 00 04 00 00 01 00 01 00  .$.. RSA1........

00000040  7F F6 C1 05 BE 5C 57 63 A5 8A 68 F3 6E 8F 06 FA  .öÁ.¾ \ WcÔĠh·n..ú

00000050  AF B4 9F 68 82 23 EC 50 40 5A 73 7F EC E4 07 CB  ¯ Ëøhā#³P@Zs.³ª.ć

00000060  DC 25 1A 9C E3 E3 66 11 E0 A5 98 06 C5 80 0A FA  ¦%.î««f.¨Ôĕ.Åú.ú

00000070  42 93 86 98 E7 D5 1B D4 D7 3A A4 0B EE E2 7D BE  BñÀĕçÕ.ÔĬ:¤. îâ }¾

00000080  5F 5B 15 0C AB D0 21 DE BF E9 B5 6E A4 57 B9 8C  _[..çĥ!ĩà®ÕnҶWĭí

00000090  0C D2 BA 3A 69 30 76 94 71 A2 64 D7 4C D8 85 BF  .ďÜ:i0vòqÂdĬLÏéà

000000A0  DF A5 6A C8 DC 45 D5 4D 8C B8 8C 05 2F FC 2E 23  ÇÔjĈ¦EìMíĚí./ü.#

000000B0  C4 29 C5 6F 3F 29 6C 6D 57 79 0E B6 75 ED 21 95  Ä) Åo?) lmWy.¶uí !Å

000000C0  01 00 00 00 B6 00 00 00 00 00 02 00 44 45 4C 4C ....¶....... DELL

000000D0  20 20 4D 30 37 20 20 20 20 00 57 49 4E 44 4F 57  M07    .WINDOW

000000E0  53 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00  S ..............

000000F0  00 00 00 00 00 00 51 E9 A5 CD 35 30 91 B0 9B C0  ......Q®Ôĉ50óÁüê

00000100  CE 05 FA 26 B5 43 29 40 1C 13 16 EF E3 BF 17 2F  Î.ú &µC)@... ïã ¿./

00000110  BD 3B 99 B5 6E 23 49 F7 97 BC ED FF C9 4A 95 F4  İ;ÊÕn#I õðı²÷£JÅ¹

00000120  A5 CD 33 0B 40 2E C8 E1 8B E6 8F B6 74 8E 94 43  Ôĉ3.@.Ĉ§ûÞ.ÆtĢòC

00000130  E0 2F B6 CE 53 F0 09 3D B4 18 0F 44 23 10 64 F3  à/¶ ÎSð .= Ë.. D#.dó

00000140  74 06 2E 1D 00 71 13 6A C7 C9 9E 82 CB 71 09 B1  t.... q.j¢£ģāćq. Ñ

00000150  9E 42 5A 7D F3 F8 CC D1 FD 22 90 BF 37 3E 2C 68  ģBZ}óøÌÑý".¿7>,h

00000160  BB 30 FF 84 0F B5 2B B3 C0 7A 71 44 C5 EB 13 15  è0÷Ă.Õ+įêzqD¡±..

00000170  C3 CA 66 1B 80 2E                                ÃÊf . ú.

RSA Key
1024 Bit

OEM 
identifier



Certificate
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<?xml version="1.0" encoding="utf - 8"?><r:license xmlns:r ="urn:mpeg:mpeg21:2003:01 - REL- R- NS" 
licenseId ="{e56c50ff - e9fe - 461b - a5f2 - 1573cf933dbf}" xmlns:sx ="urn:mpeg:mpeg21:2003:01 - REL-
SX- NS" xmlns:mx ="urn:mpeg:mpeg21:2003:01 - REL- MX- NS" 
xmlns:sl ="http://www.microsoft.com/DRM/XrML2/SL/v2" 
xmlns:tm ="http://www.microsoft.com/DRM/XrML2/TM/v2"><r:title>OEM 
Certificate</r:title><r:grant>< sl:binding ><sl:data
Algorithm=" msft:rm /algorithm/bios/4.0"> kgAAAAAAAgBERUxMICABAAEAf/bBBb5cV2Olimjzbo8G+q+0n2iC
I+xQQFpzf+zkB8vcJRqc4+NmEeClmAbFgAr6QpOGmOfVG9TXOqQL7uJ9vl9bFQyr0CHev+m1bqRXuYwM0ro6aTB2lHG
iZNdM2IW/36VqyNxF1U2MuIwFL/wuI8QpxW8/KWxtV3kOtnXtIZU=</ sl:data ></ sl:binding ><r:possessPrope
rty/>< sx:propertyUri definition=" trustedOem "/></r:grant><r:issuer><Signature 
xmlns ="http://www.w3.org/2000/09/xmldsig#"><SignedInfo><CanonicalizationMethod 
Algorithm="http://www.microsoft.com/xrml/lwc14n"/><SignatureMethod 
Algorithm="http://www.w3.org/2000/09/xmldsig#rsa - sha1"/><Reference><Transforms><Transform 
Algorithm="urn:mpeg:mpeg21:2003:01 - REL- R- NS:licenseTransform"/><Transform 
Algorithm="http://www.microsoft.com/xrml/lwc14n"/></Transforms><DigestMethod 
Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/><DigestValue>mylUeSOamDoBwptofZ7FKoCePH
k=</DigestValue></Reference></SignedInfo><SignatureValue>OQojHOugcB3VvUc7xRonmHv/DP136N/mKu
l3wR7gXg9OgmlSlm2Gjm59QO9xt7LvWDjdNWUNwNudww9+Ay1wjly0fGXRcMBO1rObJgAbGMC7ejtxMETpNZ8Ukzn9n
hsnBJAUtzvynXSFqJQvboe45dNN6FBh9uaEj4zPiUKlk2c3B9GwFZi0554cC/tgF7mA8Bb+Hsa7e2jMrRN5KIjxD5di
RNZr7XRzH0RLm/S9+sKtl9SkVQ5b3bIZhfAqVJ4hsCFpvyaVKW/XYbc4wOxf6r377ONOQD3NJX4nqELg3S4GCUG7xyK
HFL2/QVqygiGr+CRCxJfZxf2feucbSWOgMQ==</SignatureValue><KeyInfo><KeyValue><RSAKeyValue><Modu
lus>sotZn+w9juKPf7bMO9rNFriB+10v/t9bo/XWG+rzoDbw/uF4INZ5rGRIitiITY/bI4rANkv4Z5hG/8VxGMbqvqc
aXJqnRFda7XAjgm1z9wkgX1R/d2tXLUUUQP0J1XuSbgzR89T/lpnc5q2Cdvy7Gv2pZvAzSeLOponXc8J3zOFr0IUXBG
prXKnemVk1iJBFnyQGlWG3UoSpdlF0ichBQwPx/PgoTbcZsA7Gg62BGwPx/uDA3ZgwowrPlRwfLVAO6qE9xPJqRZdRF
fPHbdQjp1YAq27wc6cTz5sPSTB1pJ4L9MD+NpvHj2OMZV5+LJ+bxZbTqhPcrzCp7ckkyD7Hzw==</Modulus><Expon
ent>AQAB</Exponent></RSAKeyValue></KeyValue></KeyInfo></Signature><r:details><r:timeOfIssue
>2006 - 03- 16T20:17:30Z</r:timeOfIssue></r:details></r:issuer><r:otherInfo 
xmlns:r ="urn:mpeg:mpeg21:2003:01 - REL- R- NS"><tm:infoTables
xmlns:tm ="http://www.microsoft.com/DRM/XrML2/TM/v2"><tm:infoList tag="#global">< tm:infoStr
name=" applicationId ">{55c92734 - d682 - 4d71 - 983e - d6ec3f16059f}</ tm:infoStr ><tm:infoStr
name=" licenseCategory "> msft:sl /PPD</ tm:infoStr ><tm:infoStr
name=" licenseType "> msft:sl /OEMCERT</tm:infoStr ><tm:infoStr
name=" licenseVersion ">2.0</ tm:infoStr ><tm:infoStr
name=" licensorUrl ">http://licensing.microsoft.com</tm:infoStr></tm:infoList></tm:infoTables
></r:otherInfo></r:license>

Install it: cscript%windir%\system32\slmgr.vbs -ilc Dell.xrm-ms



SLP OEM Key
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Install System-Locked Preinstallationmaster product key:

slmgr - ipk 223PV- 8KCX6- F9KJX- 3W2R7- BB2FH

Disclaimer: Informational purposes only J



The dynamic injection vs. the persistent way

12

http://www.betalog.com/attachment/200702/pointer-to-acpi.jpg
http://www.betalog.com/attachment/200702/modified-acpi.jpg


Microsoft against activation exploits
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