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Introduction




A Bootkit = Rootkit

+ Boot Capability

Introduced by Vipin and Nitin Kumar

A Stoned is a new bootkit targeting

Windows operating

Windows 2000
Windows XP
Windows Server 200
Windows Vista

Windows Server 200X
Windows 7 RC
TrueCrypt

systems

Main targets:

Pwning all Windows versions
from the boot

Being able to bypass code
Integrity verifications &

signed code checks

WwWw.stoned -vienna.com




Architecture

Address Size
0000 440
01B8 6
01BE 4*16
O1FE 2
0200
7A00 512
7C00 512

Description
Code Area
Microsoft Disk Signature
IBM Partition Table
Signature, 0AA55h

Stoned Kernel Modules
Stoned Plugins

Backup of Original
Bootloader

Configuration Area

Master Boot Record

A Amemory

+ Boot
+ Drivers

applications
executed

resident

bootkit

executed
beside

o

autoexec.bat
config.sys
ctapi_out_gr.txt
ntuser.dat

—Stoned
A?p11cat1on5
Plugins
|

File System

up to the Windows

on startup

the Windows

kernel

kernel



Stoned Virus

Your PC is now Stoned!

Your PC is now Stoned! ..again

Stoned is the name of a boot sector computer virus created in 1987,

apparently in New Zealand. It was one of the very first viruses, and

was, along with its many variants, very common and widespread in
the early 1990s.

http://en.wikipedia.org/wiki/Stoned (computer virus)

Stoned was an OS Independent boot
sector Infector

- Probably the first bootkit ?

- 416 bytes of size , small & effective !



Windows Boot Process

L\ 4

BIOS

Master Boot Record

Partition Bootloader

4

—1 ntldr / bootmgr

\ 4

OS Loader

\ 4

winload.exe

— NT kernel

Ntldr =16 -bit stub +
Windows Vista splitsup  ntldr into bootmgr , winload.exe

OS Loader

(just binary appended)

Windows XP Windows Vista Processor Environment
ntldr bootmgr Real Mode

OS Loader OS Loader Protected Mode

- winload.exe Protected Mode

NT kernel NT kernel Protected Mode + Paging

and winresume.exe




Insecuring  Windows

Pwning Windows from the boot

Stoned MBR

Bootkit Real Mode

Relocates the code to the end of
memory (4 KB), hooks interrupt
13h and patches code integrity
verification

i
¥

Interrupt 13h
handler

Bootkit Protected
Mode

Patches image verification and
hooks NT kernel

Windows boot
file loading
routine

¥

Windows init
system

Kernel Code NT kernel base address and
PsLoadedModuleList are used for
resolving own imports

Driver Code Loads, relocates, resolves,
executes all drivers in the list

PE Loader PE-image relocation & resolving

Subsystem Core functions for the Stoned
Subsystem installed in Windows

Payload Kernel drivers

Applications using the subsystem

PEp—

Payload




TrueCrypt  Attack

There are two possible scenarios:

1. Only the system partition is encrypted
2. Full hard disk is encrypted

However, the master boor record always stays unencrypted.

Windows 1/0 - » HoOK! Call 1 TrueCrypt
Request (unencrypted request) Encryption

(encrypted request)
jmp 0000h:BACKh

BIOS Disk
Services

A double forward for intercepting the encrypted and decrypted disk 1/O.



Previous Bootkits

e 2006 2008 2010
Mebroot Stoned Bootkit
BOOT KIT TPMKkit
Stoned BootRoot Vbootkit Vbootkit 2.0
1987 2005 2007 2009
Previous research bootkits  at conferences:

BootRoot Windows XP Black Hat USA 2005

Vbootkit Windows Vista Black Hat Europe 2007

Vbootkit 2.0 Windows 7 (x64) Hack In The Box Dubai 2009




Stoned Architecture




Master Boot Record

Master Boot Record = first 63 sectors of hard
disks: contains Partition Table and

Bootloader

Modularized Stoned MBR contains:
Address Size Description
0000 440 Code Area ( Bootloader )
01B8 6 Microsoft Disk Signature Bootloadersvs
01BE 4*16 IBM Partition Table Sy
O1FE 2 Signature, 0AA55h
0200 2 KB System Loader System Loader.sys
0AO00 1 KB Textmode User Interface Textmode TUI.sys
OEOO 8 KB Disk System Disk System.sys
2E00 2 KB Load Application Programming
Interface for Real Mode API[RM].sys
3600 512 Rescue Module Rescue Module.sys
3800 8 KB Free space ( former User
Interface and Hibernation File [Embedded Boot Application]
Attack)
5800 1.5KB Crypto Module Crypto Module.sys
S5EO00 1 KB Boot Module Boot Module.sys
6200 4 KB Pwn Windows Windows.sys
7200 2 KB Free Space
Sector 61 512 Original Bootloader Backup
Sector 62 512 Configuration Area/  TrueCrypt volume -header information




Stoned Modules

Management Modules:

Bootloader

System Loader

Plugin Manager

API providing modules:

API [RM]

Boot Module

Crypto Module

Disk System

Locking Module

Rescue Module

Textmode Ul

User Interface

Boot applications use the API provided by the modules.

They are independent from each other (this is also why the
Windows pwning
MBR).

module can be injected into

TrueCryptos




Windows XP Boot

BIOS >

Microsoft's Master
Boot Record

NTFS Partition
Bootloader

—1 ntldr (uses ntdetect.com)

Ntldr contains a 16

NT kernel

- bit stub and a 32 bit PE Image (= OS Loader)
This concept has not been changed in Windows until Windows Vista

Hooking & Patching

A Interrupt 13h hooked

A Ntldr hooked
Integrity

the code
Patching
Executing

> I

the NT kernel

payloads (driver )

(simplified ):

for calling 32 -bit code and patching
verification







